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Unr.:r Irle Fast REVIEW J«ﬁ-—

o/ Aelvzifitzie S of |PVv6 =

-
E T -

(Iength types scope)
Sl arand extension headers
— IC 1\/Ir)ve‘“ -configuration, DAD, etc.

/l\ OFJf_“J ) of IP- -layer mobility

-;:s;"_*z Servu:es. authentication, message mtegrity, replay

—

~_ detection, confidentiality
— Mechanisms: key agreement, encryption, signatures,
MACs, hash functions
® |Psec basics:
— Security Associations, ESP, AH, IKE

&
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SRENO Chanee I IPseciiom | E
SRl PSEC IS Mandatorny in IPV6
JmOJar entatlons

F_)s__ an provide authentication, integrity,

_-—

ijdentlaIlty and replay detection for any
P_E] atagram
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Protocol gl rlty IPsec #

I PSEC or(r: rdes an extraordinarily sound protocol security.
iiEstdicturne; ut details matter:

*J_rc _ementmg IPsec I1s somewhat difficult

= Ve have to figure out how to use it, case by case

-'.__"‘-"—. _Changes IR IPsec are still in the works

--- <
;_ -
— —

M

— "“‘ﬁ‘__you think cryptography Is the solution to your problem,
- you don't know what your problem is.”

— Roger Needham
RO
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parchitecturer and e EXIENSIO

#2401 Security Architecture

24J/ AUbERICE fonl plelels
ge erigini authentication' and' connectionless, integrity
a detection

A106: Encapsulating Security Payloaad

ythlng iIn AH plus confidentiality
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- .'&ﬁ,e,v'} anagement for IPsec: IKE (Internet Key Exchange)
=== RECs 2407, 2408, 2409

'*' — & Entity authentication

-~ ® Security Association (SA) negotiation
e Key exchange

e Many: other RFCs

e All of the core RFCs will be revised In the next year o
(or so) |% |
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Security Parameters Index (SPI) (32 bits) VIESSAQE

Integrity
Sequence Number (32 bits) Check

Initialization Vector (optional, variable)

Payload Data (variable)

Padding (0-255 bytes)

Next Header

Pad Length (8 Bits)

Encrypted
Authentication Data (variable)
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Ipsec curlty ASSOCIalioNs — T

eeientall the paraﬁ? ters needed to Specify.
— \Wrnari rlmrl IOVVAIERSHL rre appliesseeurty:

— Wrighl = nd AeW. the' destination Verifies security

> Neprigel Q ‘8 destination address, protocol, and
ee rm\ Parameters Index

>
::J y conflgured N pairs
ﬁ'r_\e in each direction

Security Policy Database (SPD)
— “When” to apply “what” IPsec capabilities

e Security Assoclation Database (SAD)
— “How” to apply IPsec
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MBIENPYG Security: Outling —

rriroclicdn o \Viooila 12ye
S AN ALIACKS agalnst Moblle IPv6

y petween Viebile Host and Home Agent
noes to IKE and IPsec

F'mre_
SE

= f

Ll
3 )
..1'

2= '\;‘ urlty petween Mobile Host and
:_;;;'?"- ﬂ@ia rrespondent Host
== = :__‘_d Type 2 Routing Header and Home Address Option

5. Summary and References

"
 —
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1. IrrerodtgifogRie MoEilew;
Jvptivation. —— :
y O\/Qr\/'i' R

2 (omuc

2 __ mology
ocols
Eb fferences from Mobile 1Pv4
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VISISHEMPYG Votivation J- - 2
> Rczilis e Iaptop cﬂ%mter =

— Reacpeg)l |

— rrrrru

— C Co) rjr |ty O connections
erW|se changing IP addresses breaks connections

--_?__ ; adeoff petween optimal routing and location

~ privacy

..I

| "; “Third generation” mobile phones
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Mogila 2y Overwew '} .ﬁ-—

[l £S5es are u*'d’for poth dentity and
locer rJorJ '

> |clepjte r\ *I\/Ioblle hoest (MIN) keeps a permanent

nome ﬁ?f* dress (HoA)

#J_l _Q_e ation: A router on home link called home
= éﬁt (HA) knows where MN really is
,_(care -0f address, CoA)

- — A binding exists between the home and care-of
addresses
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VEISIENEYG, the Mair?ﬁayers

4 1""

rlorne Agernt
(JI_ [A ) Of) T '_ = £ HNNRNRRnnm

Home Liglel | (. Correspondent
= i Host (CN)

Optimized
ey Route
"'|\7’|0bl|€ Flost

_ (MN)on

Eereign Lin {B

_
 \\
\\
————————————\
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MBIIENEYG Terminology J‘-ﬂ—
\VIIN l\/lci IHost —&’

o

C)\ (ereJQ( ent Host
FA: r]OfE : Agent
oA r]O_ 16 Address
Hoggel] Talle
er*ﬁ 3 Link
“SSCOA: Care-Of Address
%?mecmg
- & Binding Cache (on HA or CN)
~ ® Binding Update List (on MN)
® Route optimization
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VISISIENPRYG Protocolst —
RV INSERIRAOUNACES a NEW, f—Of address: —

SEReg Update (BU) an g Update Acknowledgement (BUA)
pEWeESH IVIN and: S — e
SR A i
v CN_; e
VINNITES al HA
— DygEiile Home Agent Address Discovery (DHAAD)

sVIINBIES) iisiabout home link renumbering
==Vl Bile: Prefix Solicitation (MPS)

= e

= — WVohile Prefix Advertisement (MPA)

_-'__-—l"
——

——

= f‘ 'F? fbtoc'ol elements:
— IPv6 Mobility Header and Destination Options
e BU and BUA

— IPv6 Moblility Header and Destination Options
* Home Address Option

— IPv6 Type 2 Routing Header 72
_ ICMPV6 I%
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N RVBRIES auteconfiguration; unreachalility detection,
ologally tglicjtig ciclelfassigiel (Witglot e NAIP P feltfilgle
ZENeRIIL headers, home agent address
rl]r;(*ovar'v mandatory IPsec
2 1O~ ay tunneling used

EEiter for nandling ingress filtering

__'. -\_—'—- s

ﬂeéd for “foreign agent” or special AAA support
— Handled directly at MN

= Route optimization Is standard
— New: approach to security

QYVERIGznges: Mobile 1Pv4 to

_,_-

£ 4
-
e
I
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Viopile [PYE eeurity:‘O_utIine e

ntr.rr?e- to Mobile IPv6.
i aiple) Atteleies ciefelipisi o o)le [2ve
m between Mobile Host and Home Agent

4. uFlty petween Mobile Host and
7_'_'_.,_, rrespondent Host
E?:':f'ff -t_ “Type 2 Routing Header and Home Address Option

—— = =
e

5. Summary and References
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S and Attacks j .a—-

Y goals:
DJH € prlelice Elpye Tle] Woree
— Use vvgr at exists where practical

CRSFEXIST against:
=BU _,'r. stween MN and HA

U etween MN and CN

| 476 eaders and options:
_._;,_;; ‘* o Routlng and Mobility Headers
- s Home Address and alternate Care-of Address options

— |CMPV6

e Actually used threat analysis in design
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Triresat ﬁaihst Bindiﬁgj Upoaite e
_ ~-2 - -J

> Vgst g P‘ thireats te MIPVG, i 2 Bindine
Uor]rlr_u. ' | |
— l\/lrrn\ *esult In Deniall of Service (DoS)

Dr the MIN
° | 1ood another host

=5 e me allow

~_r:=- 'r':j_ -_ Hijacking

-~ e Eavesdropping
- ®Vlan-in-the-middle
® Impersonation attacks
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_ . - __ e
Bogus &Y b_e__tw_een VIN and HA P
SAVIaYAsErSent: by anether legitimate VIN
SHVINSRES € ?-" oW HoA “ownership”

> Vel rh'rr';" 'é'nce petween BU with HA and CN
- l\/ll\ KE y Aas on-going relationship with HA
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between MN and CI s
E

Nedirae trafflc beIween arn palr of NOStS

=Xafple:

— Aligg __r mmunlcates with Bob

a3 r\/x—‘ nds Bob a BU that Alice’s new Care-Of
r\c ress IS Eve’s address

_:-— ‘A|IC€ does not have to be mobile. Bob does not know.

— ;:'_;_.f May: work when Alice and Bob communicate later

~ — May be turned around as a DoS attack on Eve
® Prior relationship between MN and CN unlikely.

RO
December 2004 Page 21 By

HO(LS =

—




JEATopA0AtIoN and HA DiSCOVET s
- =T ﬂ

v6 Mobile Prefix Solicitation (MPS) and

2 Prefix Advertisement (MPA)
mg MPA breaks HA-MN connectivity

droppmg reveals addressing and topology
_ rmatlon on home link

_—
'—" =/ _-

= = [EMPv6 Home Agent Discovery and ICMPv6
"'*Home Agent Reply

— Discovery sent to the Home Agent anycast
address on the home link

— Unprotected

RO
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EICKS : i
ial of servm?‘fepportunltles

— —

-

tistactory defense: route optimization is optional
30ff s/ to) risk non-optimal routing
,,.,'-‘_éelective aboeut route optimization
iting legitimate BU from completing while sending
UsiBUIto CN (attacker on same link as victim)

Hection  attacks
gfﬁep aying old route optimization BUs

— Handling crashes and sequence number rollover

o Bypassmg firewall egress filtering with a forged
Home Address Option
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Viopile [PYE ecurity:‘O_utIine e

ftreduction to Mobile IPv6 e
LS and Attac Stagarmst Vionile 1PV6
m Aetween viobile Host and Home Agent

4. uFlty petween Mobile Host and
7_'_'_.,_, rrespondent Host
E?:':f'ff -t_ “Type 2 Routing Header and Home Address Option

—— = =
e

5. Summary and References
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SRELing MN to HA COW‘B’Q&—

Tog orlgfivals stoppmg‘gﬁ‘ﬂged Binding Update: (BU)
Se Jr/ﬁf—,.::,.-rr SIEMSWhEEVE pliactical

A rrﬁ' 9gical ClBICE
— _relationship petween MN and HA naturally exists
Hae JJ mandatory part off IPv6

S m transport mode used for
- MN -=> HA
JA HA -> MN
ZSecurlty Assoclations must use HoA In either
5_1_:_""", “Source address,
~— Home Address destination option, or
- — Type 2 Routing Header
s Authentication transform mandatory
— Replay detection advisable with dynamic keying

RO
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I\/INE)_ HA CommunNiCABIE
_

BULAcknewledgement

— |

o

T s |Pv6 Header
= CoA — Source = HA
on = HA — Destination = CoA
S IIOIME 'ddress Option * Type 2 Routing Header
' _dress = HoA — Address = HA

. g §P header e ESP header

= -j__:’ —-_Transport mode, — Transport mode,
- ‘authentication authentication
e Voebility header * Mobility header

— Alternate CoA Option = CoA — BU Acknowledgement Option
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S

|Psec et MN for BU and Buwth_ﬁg,
| e

VNISPD ~ MNSAD

S se SAl for e SA1 (IN, SPI, ESP,

5 SWC;_.. 1 TRANSPORT):
stination = HoA — Source = HA
tocol = Mobility Header — Destination = HoA

— Protocol = Mobility Header

;:*a- PD’out ‘Use SA2 for e SA2 (OUT, SPI, ESP,

-~ — Source = HoA TRANSPORT)Z
— Destination = HA — Source = HA
— Protocol = Mobility Header — Destination = HoA

— Protocol = Mobility Header
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S

IPsec et HA for BU and BUQ}*
e

FIA SED) _,_ s =SAD

> SPDp se SAl for * SAL (IN, SPI, ESP,
= “OLJTCL-’ TRANSPORT):

estination = HA — Source = HoA
ESBrotocol = Mobility Header — Destination = HA
P — Protocol = Mobility Header

_ e =

R e

o _.-:-- s
L —

E —-'

;:*ﬂ- PUOUt ‘Use SA2 for e SA2 (OUT, SPI, ESP,
- — Source = HA TRANSPORT):

— DPestination = HoA — Source = HoA

— Protocol = Mobility Header — Destination = HA

— Protocol = Mobility Header
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WAASSociation Setuw

M D = mobiled. home.net

Phase 1: ID = home.net

- ID = ID_IPV6_ADDR HOA

Phase 2: ID = ID_IPV6_ADDR HA
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SEII/AASSOCIation Setup_vv_iyﬁﬁvlﬁ..
. k- H,E__;j_ - ' =
SOIueall, Ut necessarny fior replay detection
Vg use PURIICT KEYST o pre=shared Secrets
SN ithirpre-shared secrets, aggressive mode must be

Lisec) m"' hase 1

BNCAINoL use the source address of the MN, which is the

SCOA; 10 select pre-shared secret
-—-#“‘i |dent|ty hiding In this case

‘._
a-d—- e

._.—-;‘S’Tmllarly, cannot use ID_IPV6_ADDR in Phase 1

- ® Use FQODN In Phase 1 and HoA in Phase 2
— HA must verify relationship
— HOA cannot be dynamically assigned
— This area Is a bit vague: DNSSEC? X.509? CGA?
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MBIENPYG Security: Outling —

peduction to Mehkile IPv6
S AN ALIACKS agalnst Moblle IPv6

y petween Viebile Host and Home Agent
IWOES 10/ IKE and IPsec

F'mre_
SE

- f

Ll
s )
..1'

2= '\;‘ urlty petween Mobile Host and
:_;;;'?"- ﬂ@ia rrespondent Host
== = :__‘_d Type 2 Routing Header and Home Address Option

5. Summary and References

"
 —
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[ E elrie

PSec: Cunrent REVISIONSINS

CKE v L ~——
HOBIEMS fixed, much simpler, rarely used options dropped

== me;;ag slelfl=zlalel=IVIAC o) C)L0)C0 ermalrseclr analvss
(Jernner design, better reliability
g dJoJe Ument for protocol, ene for the transforms
stilifunder discussion for IKEV2:
> [cjo)] l‘ty
° P}V -_" 3
> _ESEZ“" and REC2401bis

—
—
a——

o= -%‘ BA-hit (|mpI|C|t) sequence numbers
=" — Arbitrary padding

= ;:Dummy packets: Protocol 59

— Virtual IDs to support VPNs

— New processing model

® New algorithms and modes
— Full’ support for AES-128 (encryption and MAC)
— Two counter mode specifications
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[EERGERIIKEY? Key Exchanw"

S _-ul-{ U . P 0 .‘ —

- i
—N —

= _( 1 B, SIGR(9%, ¢¥) MAC, .,y (B) }xe
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Lrlrie Other VN o HA vaimicy #
O IVIN= HA BU & BUA,

'l .r

have IPsec
(.a WIS SiRCG LIS ‘v\'

J(‘MH\/«: the Home Agent and Mobile

J_] S F ".

® \‘ S and MPA prefix discovery

?:__ = -f—%Dynamlc IHome Agent Address Discovery (DHAAD)
= =
= -—Return routability messages

e “Home Test Init” and “Home Test”

— User traffic
® Anything else
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diyAASSOCiations at the VNS

BNERURSEts of ESP _S*?f)"'and SAD! entries to
ziricl 'fr(* il BLA E——

— rrrlrm moede fier Mebility Headers for BU and

5 Ur\ W jith the HA for authentication

B ransport mode for ICMPV6 for home network
= -'; g‘mﬂx discovery for authentication

— Tunnel mode for Mobility Headers for return
-~ routability messages to and from the CN for
authentication and confidentiality

— Optional tunnel mode for all other traffic for
authentication and confidentiality
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IS 6705 on Firewalls — T

IMENTI00El S changinge
dWBIGE " and eutside are harder te deflne

= (ﬂrlf]Jn—‘ [SPCONSISEERT WM EPYEHtRCHORItY

[EYGRTEalls eX|st Ut are Immature

— Hroror QL ‘are more firewall- -friendly than with 1Pv4

> NAT [ ilas much: security

- r<ea Sons, for: firewalls
e Hﬁ‘e‘r e are bad things out there in the world
Acmdents nappen
— Inside applications have inadequate security
® These can be handled much as with IPv4 firewalls and VPNs

— Insiders may do bad things
* No complete technical solution
* Need to make peace with IPsec

— SSL Is just as bad, right?
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Viopile [PYE ecurity:‘O_utIine e

gtroduction to Mobile IPver
LS and Attac Stagarmst Vionile 1PV6
m rhetween Mobile Host and Home Agent

2 uFlty petween Mobile Host and
7_'_'_.,_, rrespondent IHost
E?:':f'ff -t_ “Type 2 Routing Header and Home Address Option

—— = =
e

5. Summary and References
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e

ZRSEClino VN to CN‘COWB%
| ———
- l\/lejer‘ i ST N R —
=ENlgets a forged BU
- (l\m AY Ignere BUs
—C J\ rocesses a Home Address Option sent
....m hout authorization

glnal solution was IPsec

Rejected by the IESG based on deployability

— Assume, however, a Security Association exists
petween MN and HA

-

- -
""-'—-

— ‘

—.'I-—

---

n L'}\
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EEITIRROULANIITY (1)

e

.

Ken

N
Correspondent

Host

Optimized
Route
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' Re'tu"r Oubility @) _ .;--
e - J

N RCOMPULES: _S

-

— re—
=

— [ Cavielar] Tolen = _
IVAC ~ SHAL(Kcn, (Home Address, HoA Nonce, 0))
éeygen Tloken =

HIVIAC_SHA1(Kcn, (Care-of Address, CoA Nonce, 1))

ZCN, Fﬁ when addresses and nonce indices are
_,,L med can re-compute tokens and:
Kbm SHA1(Home Keygen Token, Care-of Keygen Token)

- CN does not allocate Binding Cache entry until
~ authentication completes
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Retirr) Fe tablllty (3‘)‘@

_“-‘-!;: '_

Ken

Optimized
Route
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RetUFR utablllty (4) J-...-.-—

SNVINRCOmpUtes: e
sSeliiE=SHAT(IHemeE Keygen leken, Care-of Keygen Token

— J]an]nF‘I' Message Authentication Code
B4 Mr\f = First(96, HMAC-SAH1 (Kbm,
(( 2l r-of ‘Address | CN address | BU*)))

B mg Update
— B _ (IHome Address Option,
ﬁ—‘j — BU MAC,
~ _  sequence number,
Home Address Nonce Index,
Care-of Address Nonce Index)
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[fAMp

Coffese0]
rlosii

Ken

Optimized

|
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[fAMp

Coffese0]
rlosii

Ken

Optimized
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S

MBIENPYG Security: Outling —

meduction to Moebile IPv6:
la"'-""- Attacks against Moblle IPv6

y petween Viebile Host and Home Agent
noes to IKE and IPsec

[rife
SE

= f

L
3 )
..1'

2= '\;‘ urlty petween Mobile Host and
:_;;;'?"- ﬂ@ia rrespondent Host
== = :__‘_d Jy/pe 2 Routing Header and Home Address Option

5. Summary and References

"
 —
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Res_r_m‘,, NS 0N Home Address @] i clg[pe—

o =
= S
Only OnE . 9El packet
IMILISE rJo';.-f-' tered en route

VIUsE n'icast and routable address
Wil st nr ﬂcause changes In routing or binding cache

it CN, must be authenticated with; the Kbn
|shed during return routability

Tf'é _BU at HA, must be authenticated with transport
| ‘mode ESP

e Ifnot a BU, must correspond to an entry in the

binding cache
RO
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RESHIEH0/S 0N Type 2 ROWMJ;.

> Onlly OnE Tiype 2 RJ—I e pPacket

MONIVACHErSEgMENT rEmarning

=S "r ‘Within the end node receiving the RH

> FloA ype 2 RH cannot have smaller scope
_fw zllt ;CoA A destination

- T _,_ ~

+ o‘A must be routable and unicast
‘“HOA must be the correct one for the MN
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giyabetween VIN 2nd CN Sl
s . . . " - . —_

BSimary. —= X

DUCICIE r has to Intercept WO messages SEnt along

rlmew i pathns te get Kbm

— Gree " st threat 1s In the MN'’s local link

| J-'ti Psec with encryption to protect the Home Keygen
= —.. ‘fTUken In the Home Test (message 3)

-—_'

- Slmllar threats exist against ICMPv6 and SEND on
~ the local link

—\We can iImagine a variety of ways to strengthen
this security model

RO
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MBIENPYG Security: Outling —

peduction to Mehkile IPv6
S AN ALIACKS agalnst Moblle IPv6

y petween Viebile Host and Home Agent
noes to IKE and IPsec

F'mre_
SE

= f

Ll
3 )
..1'

2= '\;‘ urlty petween Mobile Host and
:_;;;'?"- ﬂ@ia rrespondent Host
== = :__‘_d Type 2 Routing Header and Home Address Option

5. Summary and References

"
 —
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" —

S| Sinin; A and Conclusmns
- Mob]l:-_ GpSecui DASENLON A SECUNITY.
JOEIRENG threat analysis

> Usee I Sec Wihere clearly practical
> | Jrree leturn routability
=5 @ ;raortunlty to move to “IPsec v2”

—_,_

1#_

—-_A Gn -going work:
— Mobike, PKI4lpsec, EasyCert, BTNS
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D €. Perkins, and J. Arrko, Mobility Support in
, IETF RFC 3775, June 2004.

. Devarapalli, and F. Dupont, Using IPsec to
e |Pv6 Signaling Between Mobile Nodes and

_-Roe M. Authentlcatlon of I\/Ioblle IPv6 Blndlng Updates
and Acknowledgments IETF work In progress, draft-roe-
mobileip-updateauth-02.txt, expired August 2002.

e Aura, I., and J. Arrko, MIPv6 BU Attacks and Defenses,
IETE work In progress, draft-aura-mipv6-bu-attacks-01.txt,

expired August 2002. o
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